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▪ Author & publishers
▪ Security Practitioners
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▪ Investigators



Overview
Everyone is at risk for identity theft, online and physical stalking, 

and harassment
Beyond social media, your public records are for sale, so your 

home address and assets are easily located through simple 
online searches
 This course provides a through description of how and where 

your data is stored and how to remove it
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Awareness 
How much of me is out there?



Your Public Records
 Litigation history
 Media history
 Business & personal affiliations
 SEC filings
 Corporate records
 Regulatory history
 Property records
 Academic records
 Nonprofit filings and donations

 Vendor and supplier 
relationships

 Board appointments
 Liens, judgments, and UCCs
 Subsidiaries and franchises
 Physical assets
 Political contributions 
 Intellectual property



Public Information
Search engine results
Social media 
Open-source databases
Media
 Interviews
Biographies 
Blogs
Phone directories 

Warranty cards
Shoulder surfing
Donations
Magazine subscriptions



Risk Monitoring 
#threatintelligence #brandreputation 



Be Aware and Protect yourself
Use 2 Factor Authentication and turn on the security features
Get your Annual Credit report from annually (annualcreditreport.com)
Set up monthly credit monitoring by legitimate credit agency 

(Experian.com) 
Set up Google alerts (google.com/alerts) 
Conduct a risk assessment annually for yourself or enlist a 

professional firm
Read and implement the security practices from the Opt Out Guide

The best security is what you do for yourself.



Risk Assessment 
#PII #breaches #identitytheft 



Sadly, Common Scenarios 
 Home visit, protest, party crasher 
 Received a phone call on personal number
 Received concerning message through personal 

email
 Stalkers or angry unstable employee 
 Approached at an event or work campus
 Breach of information 
 Doxxed online
 Identity theft
 Phishing schemes 
 Ransomware attack 
 Other online scams 
 Any of the above happened to not only you, but a 

family member 

It happens! 
A contractor working on one of our client’s 
homes recognized the family and wanted to 

share his business ideas with the owner. 



Even those you may not think … 



In the News
 I learned about…
 The agent’s name
Where he grew up
 That he was engaged
Where he worked
What task force he was assigned to
 I know what he looks like
 He’s not too technical, but is eager
 I know how old he is

I can find him in 30 seconds or less



Doxxing 
Within 30 minutes of Chauvin being named by 

the media he and his family were doxxed.



Risk Removal
#optout



People Search Engines 
Hundreds of websites
Most have opt out policy, check terms and privacy pages 

Infotracer.com Nuwber.com allpeople.com clustrmaps.com familytreenow.com information.com myrelatives.com 

Whitepages.com checkpeople.com anywho.com criminalpages.com fastpeoplesearch.com instantpeoplefinder.com neighbor.report

Peoplesmart.com SocialCatfish.com arivify.com criminalsearches.com findpeoplesearch.com inteligator.com neighborwho.com

BeenVerified.com USSearch.com backgroundalert.com Cyberbackgroundchecks.com freepeopledirectory.com johndoe.com newenglandfacts.com

Intelius.com 411.com backgroundcheck.run Cubib.com fullnamedirectory.com kiwisearches.com number2name.com

Truthfinder.com people-background-check.com backgroundchecks.org detectiveunlimited.com gladiknow.com locatefamily.com 411.info
Instantcheckmate.com absolutepeoplesearch.com backgroundreport360.com easybackgroundchecks.com golookup.com lookupanyone.com peoplebyname.com 

DOBsearch.com addresses.com blockshopper.com Emailfinder.com hauziz.com mashpanel.com peoplefinder.com

Radaris.com addresssearch.com checkthem.com emailsearch.com IDtrue.com melissa.com/lookups peoplefinders.com

Peekyou.com advancedbackgroundchecks.com civilrecords.org emailtracer.com inforegistry.com mylife.com peoplelooker.com 

USIdentify.com Veripages.com Visualwho.com whitepages.dexknows.com yellowbook.com truepeoplesearch.com spydialer.com

Usphonebook.com Verispy.com Voterrecords.com xlex.com spokeo.com ufind.name spyfly.com



Public record data and vendors 
 Likely will not be able to redact or remove

• Business filings
• Property record data
• Tax assessor data 
• Campaign contributions
• SEC filings 
• Media articles 

Exceptions - court order, law enforcement, threat of physical 
harm



Social media 
Advanced privacy settings 
Public account for professional, private for personal
Remove or make private: family members, birthdays, travel 

schedules
Remove or make private: local pages or groups 
Remove or make private: public photos of you, family 
Change full name to pseudonym, nickname, initials on profiles
Use an avatar or generic as profile picture 
Delete if not used 



Consulting and Education
#cyberbestpractices



Minimize Residential Address Exposure
 Avoid using your name with residential address for: 

• Warranty cards
• Magazines and subscriptions
• E-commerce
• Campaign contributions
• Business registrations, filings, nonprofit paperwork
• Purchasing assets (property, vehicles, vessels)

 Unlist or unpublish phone number-may have address
 Stop giving out your cell phone number
Mail a written request to all your credit card companies and personal 

banking institutions requesting your personal information be removed
 Opt Out of public record vendors (whitepages.com as an example)



As it occurs, ongoing 
Read privacy policies
Choose Opt Out Options
Avoid providing sensitive PII (SSN) where not truly required 
Monitor your online footprint 
Obtain credit report annually from major 3
 Follow social media best practices 
Educate your family- weakest link!
Consulting- Ask questions to more professionals, counsels, 

attorneys 



End Notes
Be proactive about online privacy, not reactive
You can’t live in a bubble, but you can be aware of your 

information leaks
Online privacy requires maintenance, a lot of effort, and may be 

tedious
While you cannot be erased from the internet, you can 

significantly reduce your exposure 
Conduct a risk assessment at least annually
Continuously monitor your online profile



Cynthia Hetherington 
President and CEO
cs@hetheringtongroup.com

cynthiahetherington
Learn More
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